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Radio Frequency ldentification provides the opportunity to improve products and
services, make them safer and cheaper, and even protect people and animals from
themselves and others.®> The use-oriented chapters of this book express the hope
that “RFID will revolutionize . . . the way we do business, and deliver unimaginable
benefits.” Two main legal arguments can be made against making use of these
numerous opportunities:

* The right to data privacy, which is the right to privacy with respect to the
collection, processing, and storage of personal data by automatic means.”

« The right to data security, or IT security,’ which is the existence of
reasonable security safeguards protecting personal data from such risks as
loss or unauthorized access, destruction, use, modification, or disclosure.’

SOME RFID SCENARIOS

These rights, which are concepts of European and public international law, are now
on the verge of becoming new legal issues in the American legal system.
Paradoxically, an inverse relationship exists between these rights and the benefits of
RFID:“In order to have the most value to both individuals and society, the
infrastructure (to read tags) needs to be widespread. . . And yet it is just the
widespread infrastructure that raises the most questions.”® Many of the RFID
applications that promise the greatest technological, medical, and economic benefits
also create the greatest legal challenges. This chapter examines three of the many
possible scenarios.

EPC SCENARIOS

Electronic product codes (EPCs)® are a strategy for the real-time enterprise (RTE)™
and contain, for example, the following type of information:* The cola can was
produced at the New York plant on September 9, 2004.” This is EPC scenario 1; it
doesn’t involve personal data and therefore has no relation to existing privacy
provisions of the United States Constitution and the United States Code. EPC
scenario 1 can then theoretically be combined with two other data records, to create
two more scenarios. EPC scenario 2 includes details about the sale: “The cola can
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was sold for U.S. $1 on October 6.” EPC scenario 3 involves the customer: “bought
by credit card holder X.” The combination of EPC scenarios 1, 2, and 3 triggers
privacy protection under U.S. and European law because “personal data”*' are
involved. **The reasons for employing EPCs are at least twofold: The cola example is
part of an asset management strategy, whereas the federal Food and Drug
Administration recommends RFID tagging for drugs as a means of combating
counterfeit drugs: “In recent years, however, the FDA has seen growing evidence of
efforts by increasingly wellorganized counterfeiters backed by increasingly
sophisticated technologies and criminal operations to profit from drug counterfeiting
at the expense of American patients.”*® The impact of counterfeit drugs on the health,
liberty, or happiness of humans can be devastating. RFID may offer a welcome
remedy to minimize these risks.

RTAMP SCENARIOS

RTAMP, or the real-time authentication and monitoring of persons, occurs when
access authorizations need to be checked wirelessly or when RFID tags distributed
around the home are used to determine whether elderly people requiring care have,
for example, taken their medication, brushed their teeth, or eaten (Activities of Daily
Living-Monitoring, a visionary project of Intel that was presented at a workshop of the
Federal Trade Commission).**Another scenario is the attachment of RFID to
students’ school bags or nameplates while tag readers are installed at the school
gates and at locations the students’ parents and teachers think could be
dangerous.'® In 2004 the implementation of RFID strategies at a primary school in
Osaka, Japan, is the reaction to a 15-minute rampage of a mentally disabled person
who stabbed eight children and seriously wounded 13 others in 2001.%° Reportedly
similar strategies are employed at a Buffalo school in a “gritty neighborhood.”*’

RTAMA SCENARIOS

An example of real-time authentication and monitoring of animals (RTAMA) is the
planned legislation in Idaho in response to the challenges of bovine spongiform
encephalopathy (BSE, or mad cow disease). The aim of the legislation is to make the
import of cattle dependent on RFID identification.'® From a technological perspective,
EPC applications are real scenarios and RTAMP and RTAMA are partly future areas
of use. The newness of RFID in everyday use and the diversity of areas of use
prevent a final legal assessment at the moment. Yet this newness and diversity
require the first steps toward a legal assessment to be made. And these steps are
required by not only American or European law and legal theory, but by laws
everywhere: A global technology such as RFID will require global RFID law—at least
a global discussion of whether any RFID law is needed.The economy thrives to
globalize, the products and services will be marketed globally (via the Internet), and
the RFIDs attached to products and included in services would be a chill and a
hindrance for these market chances if certain national legal systems would object to
RFID applications and ban them. But even in this hypothetical scenario, it is evident
that information about RFID and deliberation is needed. Even a hypothetical State S
with the highest data privacy standards imaginable that banned RFID would be in the
greatest danger that its hypothetical anti-RFID laws would be circumvented or
without force because RFID will be so widespread. If steps on a legal stepladder
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have to be considered, why not consider as the first step in State S the German law?
German law was not only a pioneer of data privacy and data security,'® but it is now
also very important for those for and against RFID. RFID is being piloted and rejected
on both sides of the Atlantic, as the paradigmatic scenarios in Rheinberg, Germany,
demonstrate. On June 23, 2004, the Washington Post reported: “A store in
Rheinberg, Germany, took RFID tags out of its loyalty cards after protests. Many
large firms working with RFID now have extensive disclosure statements on their
Web sites.”®® The article reported on a workshop, Radio Frequency Identification:
Applications and Implications for Consumers,?* on June 21, 2004, organized by the
Federal Trade Commission (FTC). At the workshop, Katherine Albrecht, who founded
the consumer rights movement CASPIAN,?? boasted that “. . . CASPIAN uncovered
the scandal and rocked Germany.””® What had happened? Two scenarios can be
distinguished: the METRO scenario and the CASPIAN scenario.

METRO Group Scenario

The real-time enterprise METRO, of Germany, has a “future store,”®* the purpose of
which is to test Real World Awareness (RWA) strategies and familiarize customers
with such strategies. The METRO loyalty card contained an RFID tag and was
designed to ensure, among other things, youth protection in the multimedia
department.This department gives customers the opportunity to try out movies before
they buy them. They hold their loyalty cards in front of a reader and can then watch
selected sequences from the movies—as long as they are at least 16 years old, as
required by the German Youth Protection Act. METRO handed out loyalty cards only
to people who were at least 16.The reader installed in the multimedia department
needed only the customer number: The presence of a loyalty card automatically
meant compliance with the Youth Protection Act. As the subsequent events in the
CASPIAN scenario showed, this one-way, read-only transfer of data without
reference to personal details (apart from the customer number)—totally
unspectacular from the point of view of data privacy law—might not have offered
adequate data security.

CASPIAN Scenario

On January 31, 2004, Ms. Albrecht received a METRO loyalty card after she and
some other activists had been on a visit there.Without METRO involvement, the
activists purported to read the tag’s memory during a public presentation of Ms.
Albrecht’s the following day using a RFID

reader from the company Megaset. They added the sentence “Thank you, Katherine”
to the memory.”®> The CASPIAN scenario is thus a data security law scenario
provoked by activists. It was not METRO that illegally read personal or other data
but, rather, the activists who accessed the tag’s memory.Whatever the legal
significance of the activists’ reading or writing strategy,” there is no dispute that the
METRO tag is unprotected against RFID readers and writers. This could be a breach
of German data security law,?’ which requires that the storage of personal data by
automatic means must be protected against unauthorized access, destruction, use,
modification, or disclosure.Why should a separate law apply if an individual’s
nonpublic personal information is stored in an RFID tag rather than on a handheld or
personal computer? Under German law, data privacy requires data security.
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RFID QUESTIONS

Should consumers be notified if companies use RFID? Should RFID be covered
under data security law? And, will RFID invade consumer privacy? This section looks
at each of these questions in turn.

QUESTION 1: DO CONSUMERS NEED TO BE NOTIFIED OF RFID USE?

Here is the clear answer to this question in areas under U.S. jurisdiction: In July
2004, there was not yet any legislation requiring notification.”> However, some
differences already exist in the legal developments between federal and state law, as
described in the two following sections.

Federal Level: The Duty of Information

The activist Ms.Albrecht is demanding a duty of information at the federal level with
the proposed legislation CASPIAN—RFID Right to Know Act of 2003.>° The
CASPIAN initiative wants the duty of information to also cover RFID that acts purely
as a bar code, as described by EPC scenario 1, earlier in this chapter—that is, no
personal data is involved, unlike the EPC combination scenarios 1, 2, and 3.%° All
uses of RFID technology should be clearly labeled and indicate at least the following
information: “. . . at a minimum, that the consumer commaodity

.. . bears an RFID tag and that tag can transmit unique identification information to
an independent reader before and after the purchase.” The proposed legislation is
not far removed from the selfregulation policies of some RTEs in the electronic
product code industry. They propagate comparable guidelines, “which are based . . .
on industry responsibility, providing accurate information to consumers and ensuring
consumer choice.”*

State Level: RTAMA and Duty to Information

The states differ in that one state uses RFID in its legislation as a control instrument
while others are occupied with the right-to-know issue. An example of a state using
RFID as a control instrument is in the RTAMA scenario in Idaho. The data privacy
interests of the breeders show that RTAMA can change economic reality and the
market:“The tags contain medical history, lineage, and price, which livestock owners
are wary about releasing. . .We think it's very important to protect that data, and we
will not go to a mandatory system until we find a way to protect that data.”*® The
proposed legislation in Utah, Missouri, and California provides examples of the right-
to-know issue. In Utah, the first attempt failed in March 2004 because of resistance
from retailers who felt too restricted in their RFID plans. The politician introducing the
legislation then announced a further breach.** The legislative bodies in California and
Missouri are still deliberating.®® To summarize, the United States does not (yet) have
any legal requirement to label goods that have RFID tags. Even nonlegal guidelines
for industry responsibility, however, should advise the industry to inform the public.
Consequently, the following sentence will not need to be uttered in the future: “RFID
industry is in a crisis, but it's not a crisis of functionality—it's a crisis of confidence.”
The area in which RFID is being used should determine whether the information is
provided in the form of labels, notices in stores, or information on a Web site. This
chapter thus distances itself from the CASPIAN initiative, which demands labels (with
tags attached under the labels) and recommends that the issue of whether the duty
of information to the general public is necessary in all RFID scenarios needs to be
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discussed. There is no apparent legal requirement, for example, that a car thief be
warned about the use of an antitheft device. Should an unauthorized person be
informed of efficient RFID security applications®® or a child or an elderly person
requiring care be informed of RFID tags (designed to protect her) if the tags then
cease to be effective? The RTAMP scenarios let us foresee interesting legal and
philosophical discussions about RFID and self-determination, freedom, privacy, and
security.®” In addition to the proposed detailed and use-oriented legal examination, in
some instances it would be a good idea from a technical point of view to indicate
RFID strategies by using labels. For example, if the channel for transferring data is
short and the product to be read is large, a label indicating “RFID inside” helps locate
the tag and thus speeds up the read process.® To conclude our discussion of the
theoretical German state, State S, the German chief privacy officer demands RFID
legislation, but, so far, the German government sees no necessity for initiating the
legislative process.*

QUESTION 22ZWHAT REQUIREMENTS ON THE USE OF RFID ARE
NEEDED UNDER DATA SECURITY LAW?

The protection goals that are familiar from IT security law—such as identity,
authenticity, integrity, obligation, and confidentiality*>—also apply to RFID. U.S. IT
security law requires examination, particularly in the area of technological
standardization,** which needs to be further developed for specific areas of RFID
use. The METRO and CASPIAN scenarios prove the great significance of data
security for the deployment of RFID. The Idaho RTAMA scenario also shows you that
access rights must be effectively secured, for example, if the food agency should not
be granted access to all information that is important to the life of the cattle. The
general rule needs to be that the more personal or economically relevant the data
processed in the memory, sensor, and logic device, the more specific the rules must
be that determine which read devices can (exclusively) access it and using which
authentication. This statement is particularly true for RTAMP scenarios and even
more so for complex cases within these scenarios, such as improving the care of
seniors or students through monitoring. Monitoring can take place only with exclusive
access rights—otherwise, there is a risk that people’s privacy will be invaded. The
EPC applications occupy a special position: In contrast to the comparatively complex
RTAMP and RTAMA applications, electronic product code applications need to be
read by as many readers as necessary (or possible). Here, the rule is that RFID can
work only without authentication and identification.*> This “lack of IT security” is
justifiable if only EPC scenario 1 is used. Combinations involving EPC scenarios 2
and 3 involve personal data and are thus subject to higher security requirements.
Practitioners point out that the demand for RFID that is secure under

data privacy and data security law (the “smart” RFID tag approach) conflicts with the
need for cost effectiveness:“With a budget of five cents, there is very little to spend
on additional logic gates.”*® The response is that cost effectiveness has always
presented a challenge in the quest to make IT secure and sustainable and to improve
its functional quality. Beyond the unilateral, specific security requirements, which
depend on the type of application and the complexity of the tag (for example, storage
capacity, type of logic device, direction of data transfer—read only or read/write, for
example—or distance of data transfer**), future RFID law will face another challenge:
the assessment of tools that privacy activists use in bilateral and multilateral
scenarios to protect their own data. Such “DataPrivatizers” can range from RFID
detectors to active jamming approaches that stop the wireless interfaces from
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working.*> Depending on how well the tools function and how much they are used,
the main deciding factor will be whether, first, society and, second, the legislators,
authorities, and courts find the right balance between RFID manufacturers and users
on the one hand and consumers — who either accept or reject RFID—on the other.
This process will entail considerable effort, particularly for EPC RFID applications, as
the planned legislation in California, Utah, and Missouri illustrates. The social and
legal issue will be the extent to which EPC RFID tags can and should be read
ubiquitously and pervasively after the business transaction has taken place. In
summary, because there is still no legislation shaping the requirements for RFID use,
the detailed legal security criteria are fuzzy and they are difficult to determine—even
for informed, motivated early adopters. However, what should become clear is that
the total disregard for security arguments, such as in the METRO scenario,
predictably leads to a lack of acceptance. Technology needs to be accepted if it is to
be successfully marketed and thus have a chance to contribute to the good of the
public.

QUESTION 3: IS THERE A DANGER THAT RTES WITH RWA STRATEGIES (IN
PARTICULAR, RFID) DIGITALIZE PEOPLE AND THEIR BIOGRAPHIES AND
MISAPPROPRIATE DATA?

The answer to this question is clearly Yes. However, there are always risks in life. All
technologies come with opportunities and risks, and it is society and the law’s task to
recognize and analyze these opportunities and risks and, if necessary, develop
strategies to align the opportunities and risks optimally with each other. The
proposed CASPIAN legislation would add the provisions in the following sidebar to
the Privacy subsections of the United States Code.*® The background to this demand
to create consumer privacy RFID legislation and the responsibility of the Federal
Trade Commission for monitoring and issuing data privacy and data security
standards is the fear that RFID will further increase the danger that data will be
collected and sold in a quantity and quality unimaginable until now. There are many
instances of the illegal sale of data without the consent of those affected, as
Ms.Albrecht has found in her research:“There are also a number of disquieting cases
where Internet companies reneged their privacy policies during hard times by
attempting to sell customer purchase data to the highest bidder.”*’ The risk of
breaking the law is equally high for all technologies—but the consequences are more
dangerous with technologies that can digitalize even more data, and thus generate
more products (EPC combination scenarios 1, 2, and 3), and sell them at lower
transaction costs.

§ 6831 PRIVACY PROTECTION FOR CONSUMERS
(a)

(1) A business shall not combine or link an individual’s nonpublic
information with RFID tag identification information beyond what is
required to manage inventory.

(2) A business shall not, directly or through an affiliate, disclose to a
nonaffiliated third party an individual’s nonpublic personal information in
association with RFID tag identification information to identify an
individual.

(b) The Federal Trade Commission shall establish appropriate
standards for the businesses described in subsection (a) of this section:
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(1) To insure the integrity and confidentiality of an individual’s records and
information;

(2) To insure that RFID tag records do not identify individuals;

(3) To protect against anticipated threats or hazards to the security of an
individual’s records and information; and

(4) To protect an individual against substantial harm or inconvenience,
which may result from unauthorized access to or use of an individual’s
records and information

Economists would like to answer the question of whether the incentives to
misappropriate data are greater or less with more data (because the costs lessen if
more data is available). In cyberspace, the following statement applies: There is no
way of making good the misappropriation of data. After databases have been
outlined and passed to an unauthorized party, there is no guarantee that their content
has been deleted.*® A wrong cannot be made right again. In addition to evaluating
the risks of RFID, its opportunities need to be explored. Therefore, everyone involved
in the market (manufacturers, users, consumers, and the public) must be open to
discussion and be informed as quickly as possible about the opportunities that RWA
offers in order to develop a culture for dealing with its use and its risks. Legislation
also needs to be discussed even if it does not concentrate on the same issues as
CASPIAN.* The necessity of legal regulations must be decided separately for each
scenario. See the section “RTAMP Scenarios,” earlier in this chapter, for examples of
how labeling can reduce the effectiveness of RFID in protecting people from
themselves, and see “EPC Scenarios” to see where labeling is a prerequisite for
reading tags quickly if the channel for transferring data is short. Rather than a call for
a moratorium, this is a global appeal to lawyers to look into RFID. Maybe RFID needs
global legislation—as the fight against cybercrime® and spam®' does. A far less
satisfactory outcome would be the future intimated by The Economist:
“Scaremongering by some privacy advocates, who fear that details of everything they
buy will be held on a database and potentially used for nefarious purposes, has
made some firms quite defensive about their RFID ambitions.” In summary: All
parties concerned should work on the safety, security, and privacy of RFID and—for
lack of a strict legal framework— ask the time-honored question: How do | want my
data and that of my children to be handled?
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